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OWASP Top 10 2021 Key Changes

2017 2021

Focus on traditional web applications Shift to modern architectures

Small data set (prescribed subset of 30 CWEs) Data-driven process with 400 CWEs

Variety of risk factors, technical/business impacts Recategorization around symptoms and root causes

Injection top risk for over 20 years New wave of risk: insecure design and implementation
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The Bigger Picture of OWASP

OWASP Top 10 2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
A08:2021-Software and Data Integrity Failures 
A09:2021-Security Logging and Monitoring Failures
A10:2021-Server-Side Request Forgery

API Security Top 10 2019
API1:2019 Broken Object Level Authorization
API2:2019 Broken User Authentication
API3:2019 Excessive Data Exposure
API4:2019 Lack of Resources & Rate Limiting
API5:2019 Broken Function Level Authorization
API6:2019 Mass Assignment
API7:2019 Security Misconfiguration
API8:2019 Injection
API9:2019 Improper Assets Management
API10:2019 Insufficient Logging & Monitoring

OWASP Automated Threats
OAT-008 Credential Stuffing
OAT-015 Denial of Service

Bot Protection API Protection
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Act I: Break on Through (to the Other Side)

F5 Labs Research
v 12 instances of specific clouds being compromised were 

due to a lack of access control

v Despite widespread TLS 1.3 adoption, old and vulnerable 
protocols are being left enabled

v The most common web app exploit reported was SQLi

F e a t u r e s  |  F u n c t i o n a l i t y  |  P r i v a c y  |  I n t e g r i t y

F5 Solutions

Full Proxy 
Architecture

Custom SSL/TLS 
Stack Attack Signatures

Integrated AAA Secure Options 
(HSTS)

Metacharacter and 
parameter 
restrictions

Secure Tokens FIPS Evasion Detection
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Attack Demo
Protected by F5 Distributed Cloud Web App and API Protection
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Act II: Weaknesses and InherentVulnerabilities
S e c u r e  D e s i g n  |  S e c u r e  I m p l e m e n t a t i o n

F5 Labs Research

vCloud breaches occur most frequently through misconfigurations 

v79% of libraries are never updated

v Average time to discover credential spill is 327 days

v Authentication attacks are the most frequent cause of breaches

F5 Solutions

Zero-Trust 
Proxy

Consistent 
Enforcement

Dynamic API 
Discovery

Tampering 
Prevention

CI/CD Pipeline 
Integration

Allowed URLs 
and Filetypes

DAST 
Integration

User Behavior 
Analysis (UBA)

Bot Defense Flow 
Enforcement 

ML-Based 
Assessment

Anomaly 
Detection
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These Attacks Impact  Security, Risk, and Digital Teams

Secure the application
Security

Protect the business
Risk

Remove friction
Digital

Web application firewall; Bot detection; API 
security, App Security, Access control, DDoS…

Identity Proofing; Social Engineering; Account 
Protection; Payment Protection; Abuse; Behavior... 2FA; MFA; Cookies…

Data breaches, Credential Stuffing, Brand Damage Fraud Loss, Trust & Safety, Customer friction Acquistion & Growth
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Sophisticated Attackers can Bypass MFA and CAPTCHA
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OWASP and Automated Attacks

A07:2021-Identification and Authentication Failures

CAPEC-600: Credential Stuffing

Groups weaknesses as high-level awareness

Leads to potential attack patterns

Class : CWE-287: Improper Authentication

Base : CWE-309: Use of Password System for Primary Authentication

Leads to different offensive techniques
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Automated Attack Demo
Protected by F5 Distributed Cloud Bot Defense
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Act III: Unintended Risk
E c o s y s t e m s  |  I n t e g r a t i o n s

F5 Labs Research
v ”If DevSecOps is enforced properly, it would be very difficult to 

cheat the system and deploy things that bypass the pipeline”

v Insufficient logging and monitoring is a significant subset of API 
security incidents 

v The risk of third-party breaches emerging for cloud customers is 
significant

F5 Solutions

Attack Signatures 
(deserialization) Universal Visibility SSRF Violation 

Protections

CI/CD Pipeline 
Integration

Remote High-Speed 
Logging

Allowed 
URLs/Filetypes

JSON/XML/HTTP 
validation

Sensitive Log 
Masking

URL/Parameter Flow 
Enforcement
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F5 Distributed Cloud Web App and API Protection

Easy-to-Operate

Self-service deployment with low 
operational complexity

Effective Security

Maintains resilience with minimal 
customer friction and false positives

Distributed Platform

Universal visibility and consistent policy 
enforcement across architectures
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Key Takeaways

Ø The OWASP Top 10 continues to provide 
key security guidance for protecting all
web apps

Ø There is broad consensus within the 
security community that a combination of  
Web App, API and Automated Threat 
Protection solutions are needed

Ø F5 Distributed Cloud provides effective 
security in an easy-to-operate, distributed 
platform to protect web apps and APIs 
across clouds and architectures
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Resources

OWASP Top 10 2021 eBook

OWASP Top 10 2021 Lightboard Lesson Series

WAAP Buying Guide Digital Article

Choosing the WAF That's Right for You Guide

F5 Application Security Solutions

https://www.f5.com/solutions/owasp-top-10-2021-ebook
https://www.f5.com/cloud/resources/2021-owasp-top-10-video-series
https://www.f5.com/solutions/waap-buying-guide
https://www.f5.com/solutions/choosing-the-waf-thats-right-for-you-a-how-to-guide
https://www.f5.com/solutions/application-security


Thank you for listening!


